TTIS06 : Securing container and Kubernetes

Description :
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Training Date : 21 n.8. 2569 - 23 n.8. 2569

fee : 12,000 B (s1aslaisau Vat 7%)

Days & Duration : 3 Day(s) | 18 Hour(s)
ARGt found or type unknown Time : 09:00:00 - 16:00:00

Instructor :

Mr.Phanupong Permpimol -2nguage : Thai

CEO, iRobust Co,Ltd. Software Developmentand ~ VENUeE : Software Park Training Room 3rd floor, Software Park Building Chaengwattana Road,Pakkred Nonthaburi

Security

Type : Classroom
Category : CYBER SECURITY ORIENTED & DATA ADMIN

Objectives :
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Target Group :
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< Software Developer
< Software Engineer
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Benefits :
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Course Outline :
Fuit 1
1. OWASP Kubernetes Top 10

® |ntroduction to Security Risks

KO01: Insecure Workload Configurations

K02: Supply Chain Vulnerabilities

K03: Overly Permissive RBAC Configurations
K04: Lack of Centralized Policy Enforcement
K05: Inadequate Logging and Monitoring
K06: Broken Authentication Mechanisms
KOT: Missing Network Segmentation Controls
K08: Secrets Management Failures

K09: Misconfigured Cluster Components

K10: Outdated and Vulnerable Kubernetes Components

2. Container Security
® Secure container image
® Secure container registry

® Scanning container image
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® Protect container with AppArmor
1. Cluster Hardening
® (Cluster setup
Secure kublet
Encrypt API traffic

°
°
® APl and service account
® System hardening

°

Minimizing IAM Role

1. Pod Security
® |mplementing mTLS
® Pod security policies
® Using OPA Gatekepper
.

Using Kyverno

Payment Condition :

Payment can be made by:

1. Cash or Credit Card or Bank Cheque payable to

o @ o a < ! a . .
drinanuinuInemansuazinaluladurswif or National Science and Technology Development Agency

(a post-dated cheque is not accepted) on the first day of the service or within the last day of the service.

2. Account transfer and send the proof of the payment (the deposit slip) via email TTD@swpark.or.th
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Saving Account Number: 080-0-00001-0
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Account Name: d@18naunauInendmansuaznaluladunsvif

o suIAsngve aveaialy
Saving Account Number: 152-1-32668-1
Account Name: g1ina1unauInadansuazmnalulagunavif

Notes:

B \Vithholding tax (3%) is exempt.

B Should you need to withdraw, you must send the notice of the withdrawal in writing no later than 7 working days before the

commencement date. The cancellation less than 7 days will be subject to a fine of 40% of the fee.

B Software Park Thailand reserves the rights to cancel courses due to unforeseen circumstances.

Contact Person :
For more information, contact our course coordinator on:
Songsiri Sittikun
®©: 4662 583 9992 Ext. 81426
: songsiri@swpark.or.th

You are encouraged to use the course schedule as a guide to plan your training. The schedule is accessible at www.swpark.or.th for more information.
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