TTISO8 : API Security Testing
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Training Date : 4 .8, 2569 - 5 3.8, 2569

fee : 10,000 B (saandslusau Vat 79%)
Instructor : Days & Duration : 2 Day(s) | 12 Hour(s)
AVALAL found or type unknown Time : 09:00:00 - 16:00:00

Language : Thai
Mr.Phanupong Permpimol

S B y Venue : Software Park Train ng Room 3rd floor, Software Park Build ng ChaEngv"vattana Road,Pakkred Nonthaburi
oftware Development and Securit ’ ’ u
ype Classrool

Category : CYBER SECURITY ORIENTED & DATA ADMIN

Objectives :
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Target Group :
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1. Software Tester
2. Quality Assurance(QA)
3. DevOps Engineer
4. Software Developer
5. Software Engineer
6. waulavhly
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1. flanunluianisvhauees Web Application iusensd
2. wilamsvhauwes Web API

Benefits :
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Course Outline :
Day 1
1. Overview of the API security
a. OWASP REST Security
b. OWASP REST Cheatsheet

. Generic Web Service Security
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. RESTful web service
GraphQL

o
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OWASP API Top 10

a. Broken Object Level Authorization

b. Broken Authentication

. Broken Object Property Level Authorization
. Unrestricted Resource Consumption

Broken Function Level Authorization
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Unrestricted Access to Sensitive Business Flows

g. Server Side Request Forgery
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Security Misconfiguration

i. Improper Inventory Management

j. Unsafe Consumption of APIs
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API Testing Strategies

API testing objectives and scenarios
Integration testing

End-to-End testing

Contract testing

Performance testing

Security testing

Day 2

4.
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b.
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API Test Automation
Tools for API testing automation

Test Driven Development Approach to API testing

. APl Testing with Postman
. Postman Collection

. Variables

. Mocking data

. Running with newman

. API Testing with Karate Framework
. Behavior Driven Development(BDD)

. Karate project

. Karate feature files

. Create first Karate test

Payment Condition :

Payment can be made by:

Notes:

. Cash or Credit Card or Bank Cheque payable to

FrinauiauInemansuasinaluladunsw® or National Science and Technology Development Agency

(a post-dated cheque is not accepted) on the first day of the service or within the last day of the service.

Account transfer and send the proof of the payment (the deposit slip) via email TTD@swpark.or.th

O SUIATNTUNN A1VIGNETINFNERNT
Saving Account Number: 080-0-00001-0
Account Name: gntinanunwaiuninenmansuasinaluladunsvni

0 sumsnglve @veaialy

Saving Account Number: 152-1-32668-1
Account Name: gninesunaiuIInedansuazmaluladuneni

Withholding tax (3%) is exempt.

B Should you need to withdraw, you must send the notice of the withdrawal in writing no later than 7 working days before the

commencement date. The cancellation less than 7 days will be subject to a fine of 40% of the fee.

Software Park Thailand reserves the rights to cancel courses due to unforeseen circumstances.

Contact Person :

For more information, contact our course coordinator on:

Songsiri Sittikun
Q. 4662 583 9992 Ext. 81426
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: songsiri@swpark.or.th

You are encouraged to use the course schedule as a guide to plan your training. The schedule is accessible at www.swpark.or.th for more information.
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