TTISO9 : Al Security
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Training Date : 28 f1.A. 2569 - 30 f.A. 2569

fee : 12,000 B (s1mslaisan Vat 7%)

Days & Duration : 3 Day(s) | 18 Hour(s)
ARt found or type unknown Time : 09:00:00 - 16:00:00

Instructor :

Mr.Phanupong Permpimol -2nguage : Thai

CEO, Robust CouLtd. Software Developmentand ~ VENUE : Software Park Training Room 3rd floor, Software Park Building Chaengwattana Road,Pakkred Nonthaburi
Security

Type : Classroom
Category : CYBER SECURITY ORIENTED & DATA ADMIN

Objectives :
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Target Group :
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< Developer
< Al Engineer
< Data Engineer
< Security Team
< Pentester
< Quaulﬂﬁ’ﬂﬂ
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Benefits :
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< gﬂ”ﬂf“ﬁJ Machine Learning Lifecycle
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Course Outline :
Fuit 1

1. Introduction to Machine Learning
® GreativeAl
® |arge Language Model(LLM)
® AgenticAl
® Model Context Protocol(MCP)
2. Al Security Framework
® NIST Al Framework
® BerryVille ML and LLM Risk
® EU Al Act
Fudi 2
3. OWASP Machine Learning Top 10
® |nput Manipulation Attack

® Data Poisoning Attack

® Model Inversion Attack



Membership Inference Attack
Model Theft

Al Supply Chain Attacks
Transfer Learning Attack

Model Skewing

Output Integrity Attack

® Model Poisoning
4. OWASP LLM Top 10

® Prompt Injection
Sensitive Information Disclosure
Supply Chain
Data and Model Poisoning
Improper Output Handling
Excessive Agency
System Prompt Leakage
Vector and Embedding Weaknesses

Misinformation

Unbounded Consumption
5. MLOps and GenAlOps

® \What is MLOps

® \What is GenAlOps

® GenAlOps vs MLOps

® Machine Learning Pipeline

® Deployment best practices
6. MLSecOps

® MLSecOps Framework

® Secure model deployment and monitoring

Payment Condition :

Payment can be made by:

1. Cash or Credit Card or Bank Cheque payable to
drihauiainemansuazmaluladuned or National Science and Technology Development Agency

(a post-dated cheque is not accepted) on the first day of the service or within the last day of the service.
2. Account transfer and send the proof of the payment (the deposit slip) via email ttd@swpark.or.th

o ﬁ'u"lﬂ'ﬁﬂi\‘llﬂl‘w ﬁ'W’lJ’]QVIEJ']uaV\EJ’]ﬂ’]aﬁi
Saving Account Number: 080-0-00001-0
Account Name: gntinanunwaiuninenmansuasinaluladunsvni

0 sumsnglve @veaialy
Saving Account Number: 152-1-32668-1
Account Name: a@rtinaiunaunIneidmansiazmaluladunsv

Notes:
B \Vithholding tax (3%) is exempt.
B Should you need to withdraw, you must send the notice of the withdrawal in writing no later than 7 working days before the
commencement date. The cancellation less than 7 days will be subject to a fine of 40% of the fee.

B Software Park Thailand reserves the rights to cancel courses due to unforeseen circumstances.

Contact Person :

For more information, contact our course coordinator on:
Songsiri Sittikun
© : +662 583 9992 Ext. 81426
: songsiri@swpark.or.th
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You are encouraged to use the course schedule as a guide to plan your training.

The schedule is accessible at www.swpark.or.th for more information.
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